- SUM-100
SU.....IONS (SOLO PARA USO DE LA CORTE)
(CITACION JUDICIAL)
NOTICE TO Hydrane SAS, a foreign corporation, Bidmotion, Inc. a
Delaware corporation, Taptica Ltd., a foreign corporation, Taptica, Inc., a
Delaware corporation, YouAppi Inc., a Delaware corporation, AdAction
Interactive LLC, a Colorado limited liablity company and DOES 1 through
100, .
YOU ARE BEING SUED BY Uber Technologies, Inc. a Delaware corporation
(LO ESTA DEMANDANDO EL DEMANDANTE):

NOTICE! You have been sued. The court may decide against you without your being heard unless you respond within 30 days. Read the information
below.

You have 30 CALENDAR DAYS after this summons and legal papers are served on you to file a written response at this court and have a copy
served on the plaintiff. A letter or phone call will not protect you. Your written response must be in proper legal form if you want the court to hear your
case. There may be a court form that you can use for your response. You can find these court forms and more information at the California Courts
Online Self-Help Center (www.courtinfo.ca.gov/selfhelp), your county law library, or the courthouse nearest you. If you cannot pay the filing fee, ask
the court clerk for a fee waiver form. If you do not file your response on time, you may lose the case by default, and your wages, money, and property
may be taken without further warning from the court. .

There are other legal requirements. You may want to call an attorney right away. If you do not know an attorney, you may want to call an attorney
referral service. If you cannot afford an attorney, you may be eligible for free legal services from a nonprofit legal services program. You can locate
these nonprofit groups at the California Legal Services Web site (www./awhelpcalifornia.org), the California Courts Online Self-Help Center
(www.courtinfo.ca.gov/selfhelp), or by contacting your local court or county bar association. NOTE: The court has a statutory lien for waived fees and
costs on any settlement or arbitration award of $10,000 or more in a civil case. The court's lien must be paid before the court will dismiss the case.
JAVISO! Lo han demandado. Si no responde dentro de 30 dias, la corte puede decidir en su contra sin escuchar su version. Lea la informacion a
continuacion.

Tiene 30 DIAS DE CALENDARIO después de que le entreguen esta citacion y papeles legales para presentar una respuesta por escrito en esta
corte y hacer que se entregue una copia al demandante. Una carta o una llamada telefénica no lo protegen. Su respuesta por escrito tiene que estar
en formato legal correcto si desea que procesen su caso en la corte. Es posible que haya un formulario que usted pueda usar para su respuesta.
Puede encontrar estos formularios de la corte y més informacion en el Centro de Ayuda de las Cortes de California (www.sucorte.ca.gov), en la
biblioteca de leyes de su condado o en la corte que le quede més cerca. Si no puede pagar la cuota de presentacion, pida al secretario de la corte
que le dé un formulario de exencién de pago de cuotas. Si no presenta su respuesta a tiempo, puede perder el caso por incumplimiento y la corte le
podré quitar su sueldo, dinero y bienes sin mas advertencia.

Hay otros requisitos legales. Es recomendable que llame a un abogado inmediatamente. Si no conoce a un abogado, puede llamar a un servicio de
remision a abogados. Si no puede pagar a un abogado, es posible que cumpla con los requisitos para obtener servicios legales gratuitos de un
programa de servicios legales sin fines de lucro. Puede encontrar estos grupos sin fines de lucro en el sitio web de California Legal Services,
(www.lawhelpcalifornia.org), en el Centro de Ayuda de las Cortes de California, (www.sucorte.ca.gov) o poniéndose en contacto con la corte o el
colegio de abogados locales. AVISO: Por ley, la corte tiene derecho a reclamar las cuotas y los costos exentos por imponer un gravamen sobre
cualquier recuperacion de $10,000 6 més de valor recibida mediante un acuerdo o una concesioén de arbitraje en un caso de derecho civil. Tiene que
pagar el gravamen de la corte antes de que la corte pueda desechar el caso. ~

-
The name and address of the court is: haas NURBER: (& =5 =
(El nombre y direccion de la corte es): %s"@) del 2239 = 5 7 é /1 @ 3
San Francisco Superior Court
Civic Center Courthouse
400 McAllister Street
San Francisco, CA 94102-4514

=

The name, address, and telephone number of plaintiff's attorney, or plaintiff without an attorney, is:
(El nombre, la direccion y el nimero de teléfono del abogado del demandante, o del demdgndapte o0

John Bovich (SBN 150688) / Seth Herring (SBN 253907)
REED SMITH LLP ANNA, T
101 Second Street, Suite 1800, San Francisco, CA 94105 .

, Deputy

DATE: Clerk, by , OURE ‘
(Fecha) JUN 05 2013 (Secretario) Wm (Adjunto)

(For proof of service of this summons, use Proof of Service of Summons (form POS-010).)
(Para prueba de entrega de esta citation use el formulario Proof of Service of Summons, (POS-010)).

NOTICE TO THE PERSON SERVED: You are served
1. [[] as an individual defendant.
2. [ as the person sued under the fictitious name of (specify):

»

\ 3. [] on behalf of (specify):
under: [C] ccp 416.10 (corporation) v [ ccP 416.60 (minor)
[C] ccP 416.20 (defunct corporation) [C] ccp 416.70 (conservatee)
[T] ccp 416.40 (association or partnership) [] ccP 416.90 (authorized person)
[ other (specify):

4. [] by personal delivery on (date):

Page 1of 1

Form Adopted for Mandatory Use N Code of Civil Procedure §§ 412.20, 465
Judicial Council of California S U MmO Ns Ame"::miﬁgll:;é‘:";n www.courtinfo.ca.gov
SUM-100 [Rev. July 1, 2009) WWW. '
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John Bovich (SBN 150688)
Email: jbovich@reedsmith.com
Seth B. Herring (SBN 253907)
Email: sherring@reedsmith.com
REED SMITH LLP

101 Second Street, Suite 1800
San Francisco, CA 94105-3659
Telephone: +1 415 543 8700
Facsimile: +1 415 391 8269

Randall D. Haimovici (SBN 213635)
Email: rhaimovici@uber.com
Angela B. Johnson (SBN 287421)
Email: angelaj@uber.com

Ariel F. Ruiz (SBN 305488)

Email: ariel.ruiz@uber.com

Uber Technologies, Inc.

1455 Market Street, Floor 4

San Francisco, CA 94103-1355
Telephone: +1 415 533-7652

Attorneys for Plaintiff
Uber Technologies, Inc.

| Superior Court of California
County of San Francisco

JUN 05 2019

CLEBK OF%E COURT
BY: VA0 W

(J Deputy Clerk

SUPERIOR COURT OF THE STATE OF CALIFORNIA

COUNTY OF SAN FRANCI@%% 1 6 _
L1 =5764G7
Case No.: ) 7 465
Uber Technologies, Inc., a Delaware corporation,
Plaintiff, UBER TECHNOLOGIES, INC.’S
COMPLAINT FOR:
vs.
1. FRAUD
Hydrane SAS, a foreign corporation, Bidmotion 2. NEGLIGENCE

Inc., a Delaware corporation, Taptica Ltd., a
foreign corporation, Taptica, Inc., a Delaware
corporation, YouAppi Inc., a Delaware
corporation, AdAction Interactive LLC, a
Colorado limited liability company, and DOES 1
through 100,

Defendants.

3. UNFAIR COMPETITION, CAL. BUS. &
PROF. CODE §§ 17200, ET SEQ.

JURY TRIAL DEMANDED

UBER TECHNOLOGIES, INC.’S COMPLAINT
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Plaintiff Uber Technologies, Inc. (“Uber”), by and through its attorneys, and for its
Complaint against Defendants Hydrane SAS, Bidmotion Inc., Taptica Ltd., Taptica, Inc., AdAction
Interactive LLC, and YouAppi Inc. (collectively, “Defendants™), hereby alleges as follows:

NATURE OF THE ACTION

1. Uber brings this action to redress the injuries Defendants caused in defrauding Uber.
Defendants were paid tens of millions of dollars to place mobile advertisements (or “ads”) for Uber,
but instead, Defendants purchased nonexistent, nonviewable, or fraudulent advertising. Defendants
knew that they were squandering Uber’s money, and concealed the true facts from Uber.
Defendant’s actions also negatively affected the user experience of millions of smartphone users by
subjecting them to unwanted popup ads and auto-redirects.

THE PARTIES

2. Uber is a Delaware corporation with its principal place of business in San Francisco,
California.

3. Hydrane SAS (“Hydrane”) is a France company with its principal place of business in
Paris, France.

4. Bidmotion Inc. (“Bidmotion™) is a Delaware corporation with its principal place of
business in Paris, France, and an office in San Francisco, California.

5. Taptica Ltd. is an Israel company with its principal place of business in Tel Aviv,
Israel.

6. Taptica, Inc. is a Delaware corporation with an office in San Francisco, California.
Collectively, Taptica Ltd. and Taptica, Inc. will be referred to herein as “Taptica.”

7. YouAppi Inc. (“YouAppi”) is a Delaware corporation with an office in San
Francisco, California.

8. AdAction Interactive LLC (“AdAction”) is a Colorado limited liability company with
its principal place of business in Lakewood, Colorado and an office in Austin, Texas.

9. The true ﬁames and capacities of third party defendants DOES 1-100 are presently
unknown to Uber, and Uber will seek leave of court to amend this complaint to allege such names

and capacities as soon as they are ascertained.
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JURISDICTION AND VENUE

10.  This Court has jurisdiction over this Complaint and venue is proper here because,
inter alia: (1) Uber’s principal place of business is in San Francisco, California; (2) Bidmotion,
Taptica, Inc., and YouAppi. all have offices in San Francisco, California; (3) AdAction has
numerous California-based customers in addition to Uber, including a number of customers with
headquarters in San Francisco, California; (4) many of the wrongful acts giving rise to Uber’s causes
of action took place in this county; (5) Defendants purposefully directed their activities described
herein at Uber; and (6) Uber suffered damages here.

FACTUAL ALLEGATIONS

11.  Uber is a San Francisco-based technology company. It has developed a smartphone
application (the “Uber App”) that enables users of the application (“riders”) to request ridesharing
services from independent, third-party transportation providers (“drivers™).

12.  Uber gains new riders and drivers in a number of ways, including through “organic”
downloads and installations of the Uber App—where a mobile phone user navigates directly to her
mobile software provider’s app store or marketplace and downloads the Uber App because of the
user’s prior knowledge of Uber’s overall brand and reputation in the marketplace.

13.  Uber also relies on mobile advertising to gain new riders and drivers. “Mobile
advertising” refers to ads that appear on either mbbile-optimized websites or in mobile smartphone
applications such as games. When a potential rider or driver clicks on a mobile ad, she is directed to

the app store or marketplace where she has the opportunity to download and install the Uber App.!

! In the mobile advertising industry, the concept of “installing” an app includes opening it for the first time.
-2-
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Figure 1 - Exalnples of Mobile Advertisements

14. “Placements” are the actual spaces on a m_obile-optimized website or mobile

'smartphone application (called “mobile inventory”) where mobile ads can appear.

15'. o “Pubhshers ‘are companies that sell mobile 1nventory A pubhsher can be the actual
owner of partlcular mobile websites or moblle smartphone applications that sell placements, such as
the New York Times mobile website or app, or a publisher can have mobile inventory from dozens
or-eyen hundreds of different mobile websites and/or apps. .

16. “Networks” are companies that,--(')ften.acting at the direction of an advertising agency, | ;
buy mobile inventory from different sources, including directly from publishers, from other
networks that own and operate inventory from multiple publishers, from exchanges that offer mobile |
inventory for sale or auction or through a combination of 'these methods. | o

» 1‘7. -~ “Mobile advertising agencies™ are compames that spemahze in d1g1ta1 ads appeanng
on mobile smartphones Moblle advertising agencies ass1st their clients (ie., the advertlser) to
develop a mobile advertising strategy, buy mobile inventory on behalf of their clients, increase

engagement with their clients’ brands, acquire-new users for their clients, and related services. _
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18.  “Insertion Orders” or “IOs” are forms used by mo‘bile advertising agencies to
purchase, on behalf of a client, mobile inventory from networks and/or publiéhers. IOs typically
include limitations on the types of mobile inventofy on which a client’s ads may appear (e. g., maﬁy
clients elect not to advertise on sites with adult content), placement and size requirements for ads,
payment arrangements, and other requirements. IOs are intended to ensure appropriate and
legitimate mobile inventory is purchaséd. |

19.  Uber engaged Fetch Media Ltd. (“Fetch™) to act as its mobile advertising agency
between late 2014 and early 2017. Through Fetch, Uber purchased mobile inventory from networks
such as Defendants, and, ultimately, publishers. Uber also used other advertising agencies, and had
direct partnerships with certain networks and publishers, to place Uber ads during this timeframe |
(the “Uber Campaign”). | |

Tracking and Performance of Defendants

20.  Uber pays only for legitimate clicks by real people on actual mobile ads that are
attributable to installation of the Uber App, new sign ups, and/or first trips (called the “last click
attribution” or “app attribution”). Uber does nbt pay for ads to simply appear on a page (i.€., views)
or for clicks that do not lead to one of those outcomes. Thus, when Defendants “purchase’ mobile
inventory on Uber’s behalf, they are actually purchasing the final outcome—not the number of timés
an ad is displayed, viewed, or clicked.

21. For example, on Monday, potential rider Jane Doe views an Uber ad while browsing
a shopping website on her smartphone, but does not click on the ad. On Tuesday, Jane Doe views a
second Uber ad displayed in a game app, clicks on the ad and is taken to the app store, but opts not
to install the Uber App. On Wednesday, Jane Doe views a third Uber ad, this time displayed on a
mobile news website. Jane clicks on the ad and is taken to the app store where she downloads and
installs the Uber App. In this hypothetical, a Defendant would be entitled to compensation only on
the third ad on the mobile news website, as that click was attributable to Jane Doe’s installation of
the Uber App. It is thus crucial to know which click, if any, is actually attributable to each of the

millions of installations of the Uber App.

-4 -
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.|| 2 For the sake of brevity, Uber generally refers herein only to “mstallatlons or 1nstalls” rather than
: mstallatron of the Uber App, new sign ups, and/or first tnps _
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10

26

22. Defendants were supposed to pay pubhshers for advertisements that caused arider to.

install the Uber App on their smartphone, sign up as an Uber rider, and take a ﬁrst tr1p

23. _ To track which advert1s1ng network webs1te or app generated clicks (and ultunately _ i

installs, sign-ups and. ﬁrst trips), Uber contracted with a third party mobile analytlcs and, ’
performance marketlng platform called TUNE, Inc. (“TUNE”) | _ .. » 7
24, TUNE s mobile app tracking service is supposed to collect 1nformat10n about moblle | ‘

advertlsmg impressions (1 e., views) of, and chcks on, moblle ads. TUNE tracks chcks on ads and

.then matches the last reported click to a rider’s installation of the Uber App. TUNE then awards .

credit to the publisher, network, or mobile advertising agency that placed the ad responsible for the

last click attnhutlon ‘ | | B
25.  To optimize Uber’s mobile advertlsmg, networks like Defendants were requlred by

virtue of the I0s, to 1dent1fy through TUNE all app and mobile webs1tes runmng Uber ads. -

Networks and pubhshers were also required to implement “click tracklng, Wthh was mtended to-

'1dent1fy the pubhsher reporting clrcks to TUNE that resulted in mstallatlons the partlcular ad at

-1ssue, and the app or r website name where the chck generated from. All net-wor_ks-, 1nclud1ng

Defendants were required to report accurate and legitimate information to TUNE.

26. The diagram below ﬂlustrates TUNE’s mobrle app tracklng methodology employed

to determine the last click attnbutlon, and therefore, which network or pubhsher “partner should be

pa1d by Uber’s agent using Uber s advertising budget

-5-
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Figure 2 - Attrlbutlon for Moblle Advertising
, 27. ~ In add1t10n to ensurmg that networks and publishers report accurate information to '

TUNE, Fetch prepared reports aggregating the information reported by Defendants through TUNE

for Uber to assess the quality of ne’fworks participating in the Uber Campaign (“transparency .

‘reports”). Transparency reports were 1ntended to be ﬁnal and true reﬂectlons of (1) ‘where Defendants '

and other medla partners were running Uber ads and (ii) the chcks and mstallatlons attnbutable to
those ads. Given the volume of Uber’s mobile advertising, the transparency reports were also the
only accessible means for Uber to “see” the apps and mobile websites where its ads appeared aIVld'tQ: '

assess the impact of particular networks and publishers.
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A, Fraud In Moblle Advertlsmg

28 Paymg networks and publishers based on last click attribution is a standard method of|

vcompensayttion 1n'the mobile advernsmg mdustry.tThe model can be used by partles l1ke Defen_clants

to engage in fraud.:
» ' 29 Mobﬂe advemsmg fraud generally falls w1th1n two broad categones @) fraudulent
installations, and (ii) attribution fraud.

30. “Attnbunon fcaud” refers to a scheme where networks or publishers seek credit for

organic installations and for mstallatlons actually attributable to other media sources. Attnbu’uon

‘fraud occurs when networks or publishers msert false 1nformat10n into TUNE s attnbutlon g

algorithm, as demonstrated-by the diagram below:

3 See, e.g., Craig Silverman, Attack of the Zombie Websites: A BuzzFeed News investigation reveals how: secmingly-
credible players in the ad supply chain can play an active role in — and profit from — fraud, BuzzFeed News, October
17,2017, available at https://www.buzzfeed.com/craigsilverman/ad-industry-insiders-are-connected-to-a-fraud-scheme-
that"utm term=1sVKIGeZG#. dyVxyoQbo (last visited November 13, 2017); Alexandra Burell and Sharon Terlep, P&G P&G|
Cuts more than $100 Million in ‘Largely Ineffective’ Digital Ads, The Wall Street Journal, July 27, 2017, available at
hitps://www.wsj.com/articles/p-g-cuts-more-than-100-million-in-largely-ineffective-digital-ads-1501191 104 (last v151ted
November 13,2017). _ '
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Figure 3 Attrlbutlon Fraud in Mobﬂe Advertising

31. Some of the key forms of attribution fraud include the followmg
a. “Cllck Spamming” is where a network or publisher ﬁ'audulently generates or
thousands or even millions of fake clicks so that when a user organically installs the Uber App,'it: :

will appear as if the installation was attributable to a fraudulently reported click, thus qualifying for -

»payment On information and belief, the custom and practlce in the miobile advertlsmg 1ndustry holds

that a h1gh reported click rate w1thout correspondmg installs is mdlcatlve of fraud

. -8-
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| b “ ;‘Eake or Malicious Sites;’ refers to a scheme where a networh_ or publisher'< _‘ _

reports (and seeks paymeht for) signiﬁcant numbers of Uber App installs as. atti'ibutable to clicks '
made on fake or malicious website URLs, i.e., a ‘website which is not a real site or 1s a sham In thls
scheme networks and pubhshers try to trick the TUNE tracking system to steal orgamc 1nsta11at10ns
of the Uber App. On information and belief, ‘the custom and practlce in the moblle advertlsmg
industry holds that clicks or installs claimed as attributable to fake or malicious sites are ﬁ'audulent

| c. “Stacked Ads” or “Ad- stackmg refers to the schemes where a smgle mobile
mventory placement i is filled with several mob11e advertlsements even though only one -
advertlsement is visible. When the viewer clicks ona stacked ad, several chcks are sent to TUNE of |

whlch only one reflects leg1t1mate user 1nterest ina moblle advertlsement

@na 10o.v.4.azo

- G Multiple ads are “stacked"” underneath-one another, such - .
wwwwmlnovn COM:wo ! RIREHA ) . Eﬂ . ' - that one CIICk on thetop ad ‘aclually ﬁreS a click ofy every ad. .
S VRALNOYA = sacihoneeyst

" Ronald Haddad. ~I-urge the public to come
forward and provide us with the identities
of these suspects."

hulu PLUS
: Watch TV Shows Instantly |

| TryltFreo>

hulupx.us
Watch TV Shows Instantly

o Tryit Fiee >

Figure 4 - Example of Ad Stacking

|{On infor‘mation.and belief, the custom and practice in the mobile adve'rtising‘ industry holds that

stacked ads are fraudulent because the viewer never intended to click on, and never actually saw,

multiple advertisements. .
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d. “Auto-Redirects” refers to the scheme where a mobile user is automatically
redirected to the app store or marketplace without having clicked on any mobile advertisement
whatsoever. Auto-redirects are generally coded into the mobile smartphone application or mobile
website and used to generate millions of fake clicks to prompt installations or (more often) take
credit for organic installations. On information and belief, the custom and practice in the mobile
advertising industry holds that auto-redirects are fraudulent because the viewer never intended to
click on an advertisement but was still redirected.

€. “Creative Iésues” refer to instances where advertising content is displayed on -
a website or mobile smartphone application in a manner that deceives the user; for instance, where
an ad is so small it is mistaken for a smartphone keyboard button and generates unintentional clicks

by the viewer.
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On information and belief, the custom and practice in the mobile advertising industry holds that
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creative issues in violation of IOs are indicative of fraud.
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32. Fraudis also perpetuated through, and/or apparent from, the metrics and data that
networks and pubhshers report through TUNE, and that was reported in the transparency reports |

provrded to Uber

a. . “Metric Smoothing” refers to the scenario when a network or publisher

‘misreports where advertisements are placed in order to conceal the true placement of the

advertisement (or perhaps no placement at all). Misreporting can be spotted in tra'n‘sparency reports

for example, when a pubhsher reports key metrics, such as cllck volume and installs, across multlple o

' mobile webs1tes or apps all wrthln a very- close percentage of each other. For example the ten 11nes

excerpted 1mmed1ately below are from the B1dmot10n/Hydrane section of a February 2017

transparency report where many sites reported nearly identical clicks, installs, and click-to-install

rates: : : h o
Site Name v ] Cics B installs & cn [ +] :
MISSING 274,698 752 0.27%|
Fruit Ninja . e _ ] . E . : 272,994 - 609 | .. 022%) -
Piano Tiles i0S - 265,613 739 , . 0.28%|
_Bumb Ways To Dle E : ) R i 264,102 | - . 787 .- 030%)|
Bunny Pop . . - 258981 | .- 600 ’ 0.23%) .
‘My Alarm Clock Free - i _ B 257,124 750 C0.29%)
iFunny - Android ' . 249,448 635 | 0.25%
_ 337.1stFreeverse.SkeeBalllos.Out - i 248,667 Co7s2| 0 - 030w
- Video Player and File Manager for Dropbox - 243,854 | - 751 - 0.31%) -
Bubble Crackle - burst same color and. blastw:&power(bubblebreaker) R S 235,933 | . .- 752 .. 032% -

Figiurei 6- Example of Metrie :Srnooth'ing from Transpai'ency Reports
Patterns like this suggest that networks or_publishers concealed the true placement of advertisements |
and allocated supposed clicks and installs across a number of platforms to give the appearance of -
legitimacy. On. information and behef the custom and practlce in the mobile advertlsmg 1ndustry
holds that where a number of apps report nearly 1dentrca1 metrics that is mdrcatrve of fraud

b. “Fa151ﬁed Transparency includes the scenario where a network or pubhsher
reports’ vague ‘website or app names through TUNE as a source of chcks and mstaIls Fals1ﬁed
transparency also includes the scenario where a web51te or app reports clicks and installs on Uber
advertlsements severely dlsproportronate to the number of actrve users. For example between Ql
2016 and Ql 2017, the number of daily reported clicks on Uber advertisements supposedly placed
by YouApp1 on the listed apps exceeds the number of dally actlve users (DAU) of those apps |
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App Name -

' " | Daily Click
(publisher_sub_placement) aily |c s

Hifonts 180,862 . 1 4,742
OfflineDictionaries 148,513 = 117,162
 Flashlight . 55430 54735

Figure 7 - Example of Falsified Transparency from Transparency Reports
On information and belief, the custom and practice in the mobile advertising industry holds that such
reporting issues are indicative of fraud. |

a. “Deceptive Naming” includes the scenario where a network or publisher
misrepresents the source of its mobile inventory. Deceptive naming can be identified, for example,
when a network lists a website or app supposedly running an ad that does not serve ads. Deceptive
naming can also be identified where a network or publisher reports installs as attributable to a
generic source, as a way to conceal the true source of the inventory. On information and belief, the
custom and practice in the mobile advertising industry considers all forms of deceptive naming asa
form of fraud.

b. “Missing Device ID” relates to the “deterministic” method of attribution,
whereby the Device ID — a unique identifier for every mobile device — of the device that clicks on an
ad is passed to TUNE, and matched with the Device ID of the device that downloads the Uber
application. Typically, the Device ID is automatically passed to TUNE (in the google_aid, ios_ifa,
or windows_aid fields) when an ad is clicked on in a mobile application, as opposed to a mobile
website which cannot pass Device IDs. This attribution method is considered the most accurate in
the industry. In some instances, however, clicks that are reported from mobile applications are either
missing Device ID information or the Device ID information that was reported was clearly incorrect
or in the improper field. ThlS is one way that networks, like Defendants, tricked TUNE into using

the “probabilistic™ attribution method, fingerprinting, that is far less reliable and subject to fraud than
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the deterministic method. On information and belief, the. custom and praetice in the mobile - '

'advertrsmg industry holds that Mrssmg Device ID for an in-app chck is mdrcatrve of fraud

, -e.{ ) “SDK Outliers™ relates to the software. development k1ts (or “SDKS”) that
mobrle management partners (“MMP”) like: TUNE place i in an adveitised app, in this’ case the Uber
app._ MMPs regularly update their SDKs to 1nclude new features and functionality. “SDK Outliers”
looks at the percentage of attributed installs by the MMP’s SDK version and identiﬁes networks and
publishers that have a dramatically different distribution across SDK versions, typically having |

much higher install counts from old SDKs. Since new SDK versions are distributed when new |

‘versions of the apps hit the app stores, new installs. should have the' newest SDK. version Networks

and publishers havrng hlgh percentages of older SDK versions are hkely creatmg fake 1nstalls or . |

_ systematrcally mstallmg old app vers1ons via emulators or dev1ce farms On mformatron and belief,

.the custom and practrce in the mobile- advertlslng 1ndustry holds that ev1dence of SDK outllers is

1ndlcat1ve of fraud. ,

L d | “Non—Mobile Optlmized Sites” refers to the scenario where a net'work‘ or"
pu'blisher-reports significant numhers of installations as attributable to-clicks made on ads that
supposedly appeared on non-moblle optlmlzed websites. Non-mobile optlrmzed sites can be
challengmg to navigate on smartphones and ads are d1fficult to view, maklng it extremely unllkely '
that such ads would generate significant intentional clicks or installs by mobile: users. For this

reason, and on information and belief, the custom and practice in the mobile advertising industry

holds that significant reported app installs generated from purported ads on non-mobile-.optimized

sites is indicativebf fraud.
. B. Defendants Demonstrate Performance Issues

‘33. Durrng the Uber Campaign, Uber purchased 51gn1ﬁcant mobile inventory from

-Defendants In total, Uber and its affiliates paid approxrmately $70 rmlhon for moblle 1nventory ‘

supposedly attrrbutable to worldwrde Uber App 1nstalls dnven by Defendants o
, 34. Startmg in early 2017, Uber began to notice repeated issues Wlth Defendants
35. - For instancev, in early 2017 Bidmotion/Hydrane reported to Uber thatithey purchased B
the majority of their ads from adr/ertising exchanges such as Mopub. HorveVer, when. Uher asl:(ed.
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Mopul) Whether those ﬁefendahts purchased irlventory from its_excharl'ge, Mopub replied that 1t was
unaware of any. such purchases -

:36. In add1t10n Whlle Bldmotlon/Hydrane purported to place ads only on moblle :
appllcat1ons Device ID 1nformat1on was almost never passed to TUNE for Uber ads purportedly :
placed As d1scussed this meant that almost every attrlbut1on on wh1ch Uber pa1d -, _
B1dmot10n/Hydrane was based on the probab1hst1c ﬁngerprmtmg method wh1ch is far more -

susceptrble to fraud than the deterministic method with Device IDs. _
Below is an example of fingerprint rates for a sample of B1dmot10n/Hydrane"s_ placements:

, Clicks w/ N " Fingerpeint

publishar_sub_placement name  :  DavicalD Clicks Click Rats . P
85817411 296461 18,367,037 = 98.4% 42,982 0.23%
142413 . 49,340 17,806,646  99.7% 61,293 0.34%

151232 ' 44507  17,505545. 99.7% = 65348  0.37%
b0Se1c7d 250,752 17145937  9B.5% 40286 ~  023%

_ APPNAMEMISSING | 828,149 17,032692  95.i% 72677  043% -
184562 - 0 15802202 1000% 52537 . 0.33%

59774 466 14,870,006 ' 100.0%. . 35808 - . 024%

O7cebS¢l 107194 | 14672866  90.9% 32774 022%
503b674¢ 124623 - 13970093  98.6% 34331 - 0.25%

‘cdaab438 . 170767 13880727 987% 45086  033%

Figure 8 Fmgerprmt Rates

Below is a report show1ng examples of B1dmot1on/Hydrane s click logs w1th m1ssmg Dev1ce D

: ﬁelds.
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Figure 9 — Missing Device IDs
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YouAppi, Taptica, and AdAction also failed to pass Device IDs, either at all or in the correct field,

37.

for the vast majority of their alleged in-app clicks.

Defendant AdAction demonstrated many similar issues to those described above. For

instance, in February 2017 Uber discovered a TUNE report showing publisher names (in the column

titled, “publisher_sub_placement.name™) that did not match up with their corresponding referral

URLSs (in the column titled “referral url™), a clear indication of fraud:
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‘createc ™ | publisher.name
2017-02-1: AdAction Interactive
2017-02-1< AdAction Interactive

.2017-02-2- AdAction' Interactive
-2017-02-1: AdAction Interactive

,2017-02‘1-AdAction Interactive |

2017-02-1« AdAction Interactive

-2017-02-1-AdAction Interactive’

:2017-02-1« AdAction Interactive

2017-02-1 AdAction Interactive

2017-02-1. AdAction interactive
- 2017-02-1: AdAction interactive
12017-02-1- AdAction Interactive
2017-02-1-AdAction Interactive
'2017-02-1 AdAction Interactive
2017-02-1c AdAction Interactive
:2017-02-1c AdAction Interactive
'2017-02-1: AdAction Interactive
'2017-02-1-AdAction Interactive
2017-02-1: AdAction Interactive
:2017-02-1AdAction Interactive
'2017-02-1« AdAction Interactive
:2017-02-1« AdAction Interactive
2017-02-1: AdAction Interactive
12017-02-1« AdAction Interactive
'2017-02-1-AdAction Interactive
.2017-02-1: AdAction Interactive
2017-02-1c AdAction Interactive

|~ ‘referral url

{ ”publlsher _sub_placement.name il
http: //100d0n smackjeeves com/comlcs/1739400/proIooue -12202 | hometalk com
http://100p=arcentfedup.com/adele-breaks-best-album-gran 2202_guemas. mamaslatinas.com
http://100percentfedup.com/adele-breaks-best-album-gran 2202_beauty.microzines.com
http://100percentfedup.com/adele-breaks-best-aloum-gran 2202_dailydot.com
t_tp,://ioopercentfedup.com/adeI'e-break's-best-alqufgran'HQZ_bitephargg.cqm
http://100percentfedup.com/adele-breaks-best-album-gran 2202_vnexpress.net
http://100percentfedup. com/adele-breaks-best-album-gran 2202_sixsistersstuff.com
http://100percentfedup.com/arrogant-illegal-alien-voted-5- 2202 babymed com’
http://100percentfadup. com/arrogant-illegal-alien-voteg-5- 2202_nationalreview. com .
hitp://100percentfedup.com/arrogant-illegal- alien-voteg-5-2202 dallysuoerheroes com
http://100percentfedup.cam/arrogant-itlegal-alien-voted-5- 2202_dailysugerheroes.com
ttp://100percentfedup.com/arrogant-iflegal-alien-votec-5- 2202_beauty.microzines.com -
http://100percentfedup.com/arrogant-illegal-alien-voted-5- 2202_viomanista.com

http://100percentfedup.com/arrogant-iliegal-alien-votad-5- 2202_fikesharetweet.com

http://100percentfedup.com/arrogant-illegal-alien-voted-5- 2202_m.mentalfloss.com
http://100percentfedup.com/arrogant-itlegal-alien-voted-5- 2202_freedomdaily.com
http://100percentfedup.com/arrogant-illegal-alien-voted-5-2202_kiwireport.com

_http://100percentfedup.com/arrogant-illegal-alien-vated-5-2202_majorten.com _
-http://100percentfedup.com/arrogant-lllegal-alien-voted-5- 2202_samuel- warde. com

tp.//loppercentfedup.com/qrrogamfﬂlegat-allen voied-5-2202_opposingviews.com

-hitp://100percenttedup.com/arrogant-iliegal-alien-voted-5-2202_samuel-warde.com

http://100percentfedup. com/arrogant' illegal-alien-voted- 5-‘7202 _thehill.com '

http: //100percentiedup.com/arrogant- itlegal- ahen voted-5-2202_ otherbuzz.com
ttp://100percentfedup.com/arrogant- Illegai-alien -voted-5- 7202 m. definidon org .

http: //100percemfedup com/arrogant-illegal- alien-voted-5- 2202_womanista.com

hitp: I/100percentfedup com/arrogant-illegal-alien- voied-5- 2202 expandedconscrousness com

http://100percentfedup.com/bravo-gay-legal-immigrant-de: 2202_beauty.microzines.com

Figure 10 — Mismatching Placement Names

38.

Defendants stole credit for organic installs of the Uber App and Uber App installs that

were attributable to other sources. Defendants squandered millions of Uber’s dollars on nonexistent,

39.

-nonviewable, and/or fraudulent advertising.

Uber was diligent in overseeing Defendants’ work for Uber, including by devoting an

internal team to oversee and monitor the program. Uber’s diligence included review of

approximately 60 transparency reports, dozens of in-person meetings with its mobile advertising

agents, and insistence on full transparency on the part of its networks and publishers.

40.

Despite Uber’s diligence, and as a result of Defendants’ active concealment of the

true nature of thefr work for Uber, it was not until early 2017 that Uber became aware of the .

pervasive fraud in the Uber Campaign, in part as a result of complaints from the public regarding

Uber ads appearing on mobile websites that Uber had previously requested Defendants block from

participating in the Uber Campaign. Uber’s investigation into that particular issue suggested -
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deceptive naming was to blame. Specifically, the network-reported name of the websites and mobile
applications where Uber ads purportedly appeared did not match the actual URL accessed. For
example, Taptica placed Uber ads on Breitbart.com, despite the fact that Uber had instructed that no
ads be placed on that website, but did not report any placements on Breitbart to Uber.

41.  In early March 2017, Defendant AdAction acknowledged in an email to Uber that its
offerings “lack[ed] the transparency and control” that Uber required. Due to this acknowledged lack
of nansbarency'and control, AdAction voluntarily baused all placements of Uber ads.

42.  Just before Uber suspended the entire Uber Campaign in March 2017, which included
payments to Defendants, Uber was spending millions of dollars per week on mobile inventory -
purportedly attributable to hundreds of thousands (even millions) of Uber App installs per week.
Had the ads been legitimate, one would expect to see a substantial drop in installations when mobile
advertising was suspended. Instead, when Uber suspended the Uber Campaign, there was no
material drop in total installations. Rather, the number of installations supposedly attributable to
mobile advertising (i.e., “paid signups™) decreased significantly, while the number of orgaﬁic
installations rose by a nearly equal amount. This indicated that a significant percentage of the
installations believed to be attributable to advertising were in fact stolen organic installations. In
other words, these installations would have occurred regardless of advertising. Instead, Defendants
and the other networks or publishers in the Uber Campaign fraudulently reported the last click

attribution to claim attribution credit and were paid for the installation.
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' PaidSpend = Organic Signups === Paid Signups === Paid * Organic.
o - - S e Signups
Figure 11 - Effect of Uber Campaign Pause: Campaign Signups Replaced by Oi'ganic Signups |

C. . Current Statﬁs | | | .4

43. Since 2015 Uber paid out roughly $70 million for mob.ile advertising allegedly placed| .
by Defendants. Uber is iﬁfomed and believes that a material percentage of that amount Wés used by
Defendants to place nonexistent, nonviewable, and/or fraudulent mobile invehtory.’

44,  Since learning of the extent of the fraud in the Uber Campaign, Uber has withheld
approximately $10 million in payments to Defendants related to U.S. mobile advertising. Uber is
informed and believes that a material percentage of the $10 million was used by Defendants to. place |
nonexistent, nonviewable and/or fraudulent mobile inventory.

45. . Had Uber known of the extent of Defendants’ fraud,earlier; it would have téiken steps
to mitigate its hann, including but not lim_ited to denying approval to purchase mobile inventéry
from Defendants; obtaining remediation for ﬁau&dl'ent advertising and/or reporting; énd/or‘ :

ferminating its rélationship with Defendants.
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CAUSES OF ACTION

First Cause of Action

Fraudulent Concealment
(Against All Defendants)

46.  Uber incorporates all of the above paragraphs as though fully set forth herein.

47.  Defendants knew that a substantial portion of the mobile inventory they sold to Uber
and its agent for use in the Uber Campaign was nonexistent, nonviewable and/or fraudulent, and that
such inventory was not attributable to legitimate riders installing the Uber App.

48.  Defendants failed to disclose problems with the mobile inventory they sold because
they knew that Uber would have pulled its advertising and insisted on remediation for fraudulent
advertising. By their omissions, Defendants intended to prevent Uber from discovering the true facts,
and from taking actions that would have resulted in losses to Defendants and their downstream
publishers.

49,  As described more fully herein, Defendants actively concealed nonexistent,
nonviewable and/or fraudulent inventory and prevented Uber from uncovering the true facts, for
example, by hardcoding misleadingl names into TUNE to deceive Uber into believing installs were
driven by ads on approved sites.

50. Defendants intended that Uber rely on their omissions and misrepresentations to
induce Uber to spend more on mobile advertising.

51. Uber reasonably relied on Defendants’ omissions and misrepresentations and, as a
result, approved millions of dollars in spend on mobile inventory purchases from Defendants that ran
nonexistent, nonviewable and/or fraudulent advertising and as compensation for claimed
installations not actually attributable to mobile advertising. Uber’s reliance was justified because it
was not made aware of the true facts. Had Uber known the true facts, Uber would have paid only for
legitimate mobile ads attributable to installations.

52.  Uber has suffered monetary injury and Defendants have been unjustly enriched by
reason of the foregoing, in an amount to be determined according to proof, with pre- and post-

judgment interest at the highest rate permitted by law.
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53.  Defendants’ representations and omissions were intentional, malicious, oppressive, or
fraudulent, and give rise to liability for punitive damages according to proof at trial.

Second Cause of Action

Negligence
(Against All Defendants)

54.  Uber incorporates all of the above paragraphs as though fully set forth herein.

55. At all relevant times Defendants knew or should have known that Uber’s mobile
advertising was intended to drive installations of the App and that Uber would pay only for ads
actually attributable to installation.

56.  Defendants had a duty to use such skill, prudence, and diligence as a reasonable ad
network.

57.  As more fully described above, Defendants breached their duty by engaging in
attribution fraud in order to mislead and misrepresent the volume of Uber App installations
attributable to mobile advertising and thereby increase the payments purportedly owed by Uber to
Defendants, and by failing to properly monitor their partner/affiliate networks and publishers.

58. As the actual and proximate result of Defendants’ breach of their duty, Uber has
suffered monetary damages in an amount to be determined according to proof, with pre- and post-
judgment interest at the highest rate permitted by law.

Third Cause of Action

Unfair Competition, Cal. Bus. & Prof. Code §§ 17200, ef seq.
(Against All Defendants)
59.  Uber incorporates all of the above paragraphs as though fully set forth herein.
60.  Defendants engaged in unlawful, unfair and fraudulent business acts and practices.

Such acts and practices include, but are not limited to, concealing from Uber the true source of its

inventory.
61.  Defendants’ business acts and practices were unlawful as described above.
62.  Defendants’ business acts and practices were fraudulent in that a reasonable person

would likely be deceived by their material misrepresentations and omissions.
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63.  Defendants’ business acts and practices were unfair in that the substantial harm

suffered by Uber outweighs any justification that they may have had for engaging in those acts and

practices.
64. Uber has been harmed as a result of Defendants’ unlawful, unfair, and fraudulent
business acts and practices. Uber is entitled to recover restitution, including without limitation all

benefits that Defendants received as a result of their unlawful, unfair, and fraudulent business acts
and practices; and to injunctive relief restraining Defendants from engaging in further acts of unfair
competition.

PRAYER FOR RELIEF

WHEREFORE, Cross-Complainant Uber Technologies, Inc. prays for relief as follows:
1. Judgment in Uber’s favor and against Defendants, jointly and severally, on all causes
of action alleged herein;
2. For damages in an amount to be proven further at trial;
3. For punitive damages;
For restitution;
For costs of suit incurred herein;
For pre- and post-judgment interest;

For attorneys’ fees and costs; and

® N S s

For such other and further relief as the Court may deem to be just and proper.

DEMAND FOR JURY TRIAL

Uber hereby demands trial by jury for all causes of action, claims, or issues in this action that
are triable as a matter of right to a jury.

DATED: June 5, 2019
REED SMITH LLP

" Seth B. Herring
Attorneys for Plaintiff
UBER TECHNOLOGIES, INC.
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